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Introduction 
NOCN is a market-leading awarding organisation that has been providing qualifications for a 
wide range of centres, including FE colleges and training providers, for 30 years both in the 
UK and internationally. 

We work with centres to deliver a high quality and flexible service for learners to underpin 
our passionate belief in the power of education and its impact on communities and 
individuals. 

We offer all the advantages of being with a national awarding organisation with a diverse 
portfolio of qualifications, alongside providing a personalised, bespoke, service to our 
centres and learners. 

As an accredited Leader in Diversity we are proud of our reputation as a provider of fully 
accessible, trusted and flexible qualifications.  

 

About NOCN Group 
NOCN is part of NOCN Group, a progressive educational charity whose core aims are to 
help learners reach their potential and organisations thrive. The group includes business 
units specialising in regulated UK and international qualifications, end point assessment, 
Access to Higher Education, endorsed and assured short courses, Smart job cards, 
assessment services, consultancy, and research. 

NOCN Group shares a joint purpose to offer learners, training providers, employers and FE 
colleges a fully integrated range of learning and skills development products and services. 

 

About the qualification 
This document is a resource for NOCN centres who wish to offer the NOCN Level 2 Award 
for Security Officers in the Private Security Industry (Top Up).   
 
The qualification provides top up training for those working as a security officer in the United 
Kingdom that need to re-apply for their SIA licence from the 1st October 2021.   
 

 

 

 

 
  

https://www.nocn.org.uk/about/nocn-group/
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1. Overview of Qualification 
The NOCN Level 2 Award for Security Officers in the Private Security Industry (Top Up) has 
been developed to meet the training and licensing requirements of the SIA that regulates the 
sector under the terms of the Private Security Act 2001. Individuals working as security 
officers in the sector must renew their SIA licence every three years. One of the criteria for 
renewing the SIA licence is the achievement of this qualification.  

The qualification consists of two mandatory units.  

This qualification will provide learners with an opportunity to: 

• update their knowledge and skills required for the role of a security officer in the private 
security industry 

• achieve a standalone qualification that enables them to continue to work as a security 
officer. 

 

1.1. Entry Requirements 

This qualification is suitable for security officers who hold a valid SIA licence for working as a 
Security Officer that will run out on or after the 1 October 2021. 

Course applicants must have a current and valid First Aid or Emergency First Aid certificate 
that meets the requirements of the Health and Safety (First Aid) Regulations 1981 (more 
detail about First Aid requirements can be found in section 1.2 below.)   

Applicants must also meet the minimum English language requirements as stated in section 
1.3 of this specification. 

 

1.2. First Aid Requirements 

From 1 October 2021 learners taking their Door Supervision or Security Officer training for the 
first time will need to show that they hold a current and valid First Aid or Emergency First Aid 
certificate* that meets the requirements of the Health and Safety (First Aid) Regulations 1981. 
It is an SIA requirement that training centres must confirm that each learner is sufficiently 
qualified in First Aid or Emergency First Aid.  

Learners should, as a minimum, have achieved an Emergency First Aid at Work qualification 
covering the following outcomes. 

• understand the role of the first aider, including reference to:  

o the importance of preventing cross-infection  

o the need for recording incidents and actions  

o use of available equipment  

• assess the situation and circumstances in order to act safely, promptly and effectively in 
an emergency 

• administer first aid to a casualty who is unconscious (including seizure)  

• administer cardiopulmonary resuscitation and use of an automated external defibrillator 

• administer first aid to a casualty who is choking  

• administer first aid to a casualty who is wounded and bleeding  

• administer first aid to a casualty who is suffering from shock 
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• provide appropriate first aid for minor injuries (including small cuts, grazes and bruises, 
minor burns and scalds, small splinters).  

Learners should present their First Aid or Emergency First Aid certificate* to their training 
provider before they start training. This certificate* must be valid for at least 12 months from 
course start date. 

It is the centre’s responsibility to check the learner’s First Aid certificate and maintain relevant 
records of how a learner meets this requirement.  

Training centres must retain this information for a minimum of three years in line with 
retention of assessment evidence requirements. 

*Training centres are permitted to deliver suitable First Aid qualifications together with security 
qualifications as part of a training package. All First Aid training must be completed and 
passed prior to the commencement of the security training. 

 

1.3. English Language Requirements 

Centres must ensure that learners have sufficient reading, writing, speaking and 
listening language skills before putting the learners forward for assessment and keep 
evidence of this for external review purposes. 

Learners should as a minimum, have language skills in reading, writing, speaking and 
listening equivalent to the following: 

• A B2 Level qualification on the Home Office’s list of recognised English tests and 
qualifications  

• A B2 Common European Framework of Reference for Languages (CEFR) 

• An ESOL qualification at (Level 1) on the Ofqual register taken in England, Wales or 
Northern Ireland 

• An ESOL qualification at Scottish Credit and qualifications Framework level 5 awarded by 
the Scottish Qualifications Authority (SQA) and taken in Scotland  

• Functional Skills Level 1 in English   

• SQA Core Skills in Communication at Scottish Credit and qualifications Framework    
level 5  

• Essential Skills Wales Communication Level 1.  

NOCN can provide centres with a standard English test that can be used to assess whether 
the current standard of English of the applicant meets these minimum English language 
requirements. If the centre chooses to use its own English/Welsh language assessment, it 
must be agreed with NOCN as part of the approval process. The use and ongoing relevance 
of the language assessments will be reviewed annually as part of the EQA engagement 
between NOCN and the centre. 

Centres can apply to NOCN to offer the qualification in Welsh.  

Training centres must retain records of learners’ language skills against all four 
competencies for a minimum of three years in line with retention of assessment evidence 
requirements. 

 

1.3.       Progression Routes 

Achievement of this qualification confirms the learner can apply to renew their SIA licence to 
work as a security officer in the UK. 
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2. Qualification Details 
 

2.1. Qualification Structure 

The NOCN Level 2 Award for Security Officers in the Private Security Industry (Top 
Up) is a 2 credit qualification with a Total Qualification Time (TQT) of 6 hours, including 4  
Guided Learning Hours (GLH) if E-learning is not used and 2 hours if E-learning is used. 

Learners must achieve both credits from the 2 mandatory components. 

 

Component Title 
Level 

Credit 
Value 

Mandatory 
or 

Optional 

Ofqual 
Reference 
Number 

Principles of Minimising Personal Risk 
for Security Officers in the Private 
Security Industry 

2 1 Mandatory T/618/6732 

Principles of Terror Threat Awareness in 
the Private Security Industry 

2 1 Mandatory M/618/6731 

 

  

2.2. Total Qualification Time (TQT)  

Through consultation with users, TQT has been agreed by considering the total number of 
learning hours required for the average learner to achieve this qualification. 

TQT is split into two areas:  

Guided Learning Hours (GLH): 

• learning activity under the immediate guidance or supervision of a lecturer, supervisor, 
tutor or other appropriate provider of education or training 

• includes the activity of being assessed if the assessment takes place under the 
immediate guidance or supervision of a lecturer, supervisor, tutor or other appropriate 
provider of education or training. 

 
Other Learning Hours (OLH): 

• an estimate of the number of hours a learner will spend, as directed by (but not under the 
immediate guidance or supervision of) a lecturer, supervisor, tutor or other appropriate 
provider of education or training, including: 

• preparatory work 

• self-study 

• or any other form of education or training, including assessment.  
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Examples of GLH activities include:  

• classroom-based learning supervised by a teacher  

• work-based learning supervised by a teacher  

• live webinar or telephone tutorial with a teach in real time  

• e-learning supervised by a teacher in real time  

• all forms of assessment which take place under the immediate guidance or supervision 
of an appropriate provider of training  

• test time   

• distance learning activities, for example, pre-course workbooks that learners are required 
to work through and complete, or, suitable e-learning programmes. 

Examples of OLH activities include:  

• independent and unsupervised research/learning  

• unsupervised compilation of a portfolio of work experience  

• unsupervised e-learning  

• unsupervised e-assessment   

• unsupervised coursework  

• watching a pre-recorded podcast or webinar  

• unsupervised work-based learning  
 

The agreed Total Qualification Time has been used to identify the qualification’s Credit 
Value. 
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If Authorised E-Learning and Self-Study are Not Used 

 

 
Unit 

 
SIA total 

learning and 
assessment 

time 

 
SIA 

minimum  
contact time 

 
Total 

Qualification 
Time 

Principles of Terror Threat Awareness in 
the Private Security Industry 

2 hours 2 hours 

 

 

3 hours 

Principles of Minimising Personal Risk for 
Security Officers in the Private Security 
Industry 

2 hours 2 hours 

 

 

3 hours 

Total 4 hours  4 hours 
(minimum of 
0.5 of a day) 

6 hours 

 

 
 

If Authorised E-Learning is Used and Self-Study is Not Used 

  
 
Unit 

 
SIA total 

learning and 
assessment 

time 

 
SIA 

minimum  
contact time 

 
SIA permitted     

*E-learning 
from the SIA 
total learning 
time –  up to a 
maximum of: 

 
Total 

Qualification 
Time 

Principles of Terror Threat 
Awareness in the Private Security 
Industry 

2 hours 20 minutes 1 hour 40 
minutes 

3 hours 

Principles of Minimising Personal 
Risk for Security Officers in the 
Private Security Industry 

2 hours 2 hours NA 3 hours 

Total 4 hours 2 hours 20 
minutes 

1 hour 40 
minutes 

6 hours 

 
 

 

 

 

 

 



 

 

9 

NOCN Level 2 Award in Cash and Valuables in Transit (CViT) Operatives in the Private Security Industry NOCN Level 2 Award for Security Officers in the Private Security Industry (Top Up)  

If Authorised E-Learning is Not Used and Self-Study is Used 

  
Unit 

 
SIA total 

learning and 
assessment 

time 

 
SIA 

minimum  
contact time 

 
SIA permitted     

self-study from 
the SIA total 

learning time –  
up to a 

maximum of: 

 
Total 

Qualification 
Time 

Principles of Terror Threat 
Awareness in the Private Security 
Industry 

2 hours  2 hours NA 3 hours 

Principles of Minimising Personal 
Risk for Security Officers in the 
Private Security Industry 

2 hours 30 minutes 1 hour 30 
minutes 

3 hours 

Total 4 hours 2 hours 30 
minutes 

(minimum of 
0.5 of a day) 

1 hour 30 
minutes 

6 hours 

 
If Authorised E-Learning and Self-Study are Both Used 

  
 
Unit 

 
SIA total 

learning and 
assessment 

time 

 
SIA 

minimum  
contact time 

 
SIA permitted     

self-study & *E-
learning from 
the SIA total 

learning time –  
up to a 

maximum of: 

 
Total 

Qualification 
Time 

Principles of Terror Threat 
Awareness in the Private Security 
Industry 

2 hours **20 minutes 1 hour 40 
minutes 

3 hours 

Principles of Minimising Personal 
Risk for Security Officers in the 
Private Security Industry 

2 hours **30 minutes 1 hour 30 
minutes 

3 hours 

Total 4 hours 50 minutes 3 hours 10 
minutes 

6 hours 



 

 

10 

NOCN Level 2 Award in Cash and Valuables in Transit (CViT) Operatives in the Private Security Industry NOCN Level 2 Award for Security Officers in the Private Security Industry (Top Up)  

 
 

Points to note: 

• Contact time is defined as time where the learners are in the same room as the tutor or 
invigilator and receiving training or undertaking assessment. Contact time does not 
include: 

• Any breaks in the delivery of the course 

• Assessing all English language skills 

• An induction/course administration/checking learners’ identity documents. 

• *Authorised E-Learning refers to two training packages ACT E-learning and Act E-
Learning (Security) (both sets of E-learning must be completed to exempt the learner 
from face to face delivery of content of the unit Principles of Terror Threat Awareness 
in the Private Security Industry). Note Act E-learning (Security) will not be available for 
use until Summer 2021.  

• ** There is a multiple-choice test of 20 minutes for Principles of Terror Threat Awareness 
in the Private Security Industry and of 25 minutes for Principles of Minimising Personal 
Risk for Security Officers in the Private Security Industry. 

• Self-study: is studying a subject during your own time specially curated material without 
the assistance of a tutor. 

• Total Qualification Time: this value is based on consultation with deliverers of the 
qualifications and represents the total time a learner may take to achieve the 
qualification, including both guided learning and all other learning. Other learning 
includes self-study e.g. examination revision, re-reading course notes, independent 
research e.g. internet searches for support materials and preparation e.g. practicing PI 
techniques or searching. TQT is also provided as a recommendation as to the time an 
average learner may take to achieve a qualification under the supervision of a trainer 
and through completion of any other independent learning. 

• As stipulated by the SIA, each day of training should not exceed 8 hours of learning. 

• Centres must retain detailed registers that include start/end/break times of training for 
each day and must be signed daily by learners. This includes a record of any late 
arrivals/early leavers and how these learners made up the required hours which they 
missed.  Centres must retain this information for a minimum of three years. 

 

2.3. Use of Self-Study 

Centres must request approval from NOCN to offer learners self-study (distance learning) 
instead of face to face or online delivery for the identified learning outcomes below in the 
unit, Principles of Minimising Personal Risk for Security Officers in the Private Security 
Industry.  

You must also confirm when you submit an exam order form for this unit to NOCN, whether 
or not self-study was actually used.  

You must detail within your centre quality management processes each of the following: 

• Whether one or each of the permitted learning outcomes from are to be delivered by 
self-study.  

Learning outcome that can be delivered via self-study 

LO2: Know what actions to take in relation to global (or critical) incidents (0.5 hours) 
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• The areas of learning delivered by self-study. 

• The time that can be allocated to the self-study material i.e. up to 30 minutes. 

• A robust and auditable method for determining that learners have undertaken the self-
study.  

Training materials must clearly show learners, how many hours learning they are expected 
to undertake and that they are given sufficient time to allow them to complete self-study 
before their course begins. It is also a requirement that the centre checks that the learner 
has completed the self-study during training to ensure that appropriate learning has 
occurred.  

This will be quality assured through NOCN’s external quality assurance processes. 

Suitable methods of self-study include the use of prepared, high quality: 

• Online learning materials or courses that the learner must navigate. 

• Workbooks that the learner must work through and complete. 

• Learning materials that the learner can use to cover specified areas of content. 

Centres must retain any self-study material used for a minimum of 3 years in line with 
retention of assessment evidence requirements. 

 

2.4. Use of Online Delivery in a Virtual Classroom 

Centres must request approval from NOCN to offer learners online delivery in a virtual 
classroom instead of face to face delivery.  

A virtual classroom is an online platform that enables synchronous learning (live) and 
interactive delivery of training. This learning environment means that the tutors and learners 
can communicate (sound and visual) and interact with each other in an online group setting. 
It can also be called remote delivery training and ‘online classroom’. 

The tables below explain which content can be delivered through a virtual classroom and 
which cannot. 

  Virtual Delivery Acceptable 

Unit Learning Outcome Yes No 

Principles of 
Minimising 
Personal 
Risk for 
Security 
Officer in 
the Private 
Security 
Industry 

LO1 Know how to minimise risk to 
personal safety at work 

All ACs  

LO2 Know what actions to take in 
relation to global (or critical) incidents 

All ACs  
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  Virtual Delivery Acceptable 

Unit Learning Outcome Yes No 

*Principles 
of Terror 
Threat 
Awareness 
in the 
Private 
Security 
Industry 

LO1 Understand terror threats and the 
role of the security operative in the 
event of a threat 

All ACs  

 

*RPL can be used if a learner has completed the ACT e-learning and ACT for Security 
(available from June 2021) e-learning and provides certificates for both e-learning packages 
dated after January 2020. Learners must still complete the multiple-choice test assessment. 
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2.5. Assessment and Evidence  

Candidates taking the NOCN Level 2 Award for Security Officers in the Private Security 
Industry (Top Up) are assessed through multiple-choice tests (set and marked by NOCN)) 
for each of the two units, as identified in the table below. This qualification is graded as 
Pass/Fail. 

Unit Title Assessment 
Methodology 

Pass mark Assessment 
duration 

 

1 Principles of 
Minimising Personal 
Risk for Security 
Officers in the Private 
Security Industry 

Externally set and marked 
multiple-choice test of 16 
questions  

70% 
(11/16) 

 

 25 minutes 

2 Principles of Terror 
Threat Awareness in 
the Private Security 
Industry 

Externally set and marked 
multiple-choice test of 10 
questions.  

70% 

(7/10) 

 

20 minutes 

 

2.6. Additional Requirements for Assessment of the Qualification  

It is the centre’s responsibility to ensure that the candidate’s identity is checked before 
assessment takes place. 

All assessment must be carried out in accordance with the policy, standards and 
regulations specified by the SIA in their document ‘Get Trained”; NOCN’s external 
assessment requirements and Ofqual regulations. 

 

2.6.1. Multiple-Choice Tests 

• Multiple-choice tests are externally set by NOCN, against the requirements detailed in 
the assessment criteria for each unit. 

• Test assessment must take place at a suitable examination venue, as described in 
3.1.7.  

• Completed tests are submitted by centres to NOCN for external marking. 

• Assessment results are issued to centres by NOCN. 
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2.7. Learners with Particular Requirements 

If you are a NOCN Recognised Centre and have learners with particular requirements, 
please see the NOCN Reasonable Adjustments Policy and Procedure found on the 
NOCN website under NOCN Policies at www.nocn.org.uk/support/nocn-policies/ 

This Reasonable Adjustments Policy gives clear guidance on the adjustments and 
arrangements that can be made to take account of disability or learning difficulty without 
compromising the assessment criteria. 

The NOCN Centre Recognition process requires the centre to hold policy statements on 
Equal Opportunities, Diversity and Disability Discrimination that will be reviewed by NOCN. 
Please contact assurance@nocn.org.uk for further details.  

 

2.8. Multiple-Choice Test Invigilation 

Centre invigilation of assessment 

Centres must ensure sure that invigilation for face to face assessments is carried out by 
a person who has not prepared the candidates for the test. This means that the trainer 
cannot act as the test invigilator, and should not be present in the examination room. 

It is the responsibility of Centres to: 

• Appoint test invigilators, to make sure that the test is conducted according to 
regulatory requirements. 

• Make sure that all invigilation is carried out by responsible adults, who have received 
an induction to the role of invigilation and its policies and procedures.  

• Centres must maintain a register that must be signed by the invigilator to confirm that 
they have received this induction.  

It is not appropriate for invigilation to be carried out by a person related to a candidate 
sitting the test. 

At least one invigilator must be present for groups of up to 30 candidates. When only one 
invigilator is present they must be able to summon help easily, without leaving the test 
room, and without disturbing other candidates. 

 

Role of invigilators 

The test invigilator is the person in the test room with responsibility for conducting a 
particular test in the presence of candidates. Invigilators have a key role in upholding the 
integrity of the test process. 

The role of the invigilator is to ensure that tests are conducted in accordance with laid down 
instructions, in order to: 

• Ensure that all candidates have an equal opportunity to demonstrate their abilities. 

• Ensure the security of the test papers and completed response sheets, before, 
during and after the test. 

• Prevent possible candidate malpractice. 

• Prevent possible administrative failures. 

• Ensure that the SIA identity requirements are adhered to. 

Invigilators must: 

mailto:assurance@nocn.org.uk
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• Be appropriately trained in their duties. 

• Give all their attention to conducting the test properly. 

• Be able to observe each candidate in the test room at all times. 

• Be fully conversant with SIA’s requirements for confirming candidate identity. 

• Inform the head of the Centre if they are suspicious about the security of test papers, 
completed response sheets or any other issue that threatens the integrity of the test 
process. (In such cases, the Head of the Centre must inform NOCN immediately, and 
send a full written report within five working days of the suspicion arising). 

Invigilators must not: carry out any other task (for example doing other work or using a 
mobile phone) in the test room. 

 

Remote invigilation of online assessment 

Centres can request approval from NOCN for their learners to take online unit tests that are 
remotely invigilated by NOCN. To find out more about this option, contact business-
enquiries@nocn.org.uk 

 

Test Management 

NOCN’s Invigilation Policy on the NOCN website (https://www.nocn.org.uk/support/nocn-
policies/) provides detailed guidance for centres on the following areas of test management: 

• Keeping test papers secure. 

• Starting the test. 

• During the test. 

• Summoning help during a test. 

• Candidates who arrive late. 

• Leaving the test room. 

• Ending the test. 

• Completing the documentation. 

• Malpractice. 

• Emergencies. 

There is also an Invigilator Handbook on the NOCN website that includes test room seating 
plan templates and standard wording that can be used for pre-test announcements. 

  

mailto:business-enquiries@nocn.org.uk
mailto:business-enquiries@nocn.org.uk
https://www.nocn.org.uk/support/nocn-policies/
https://www.nocn.org.uk/support/nocn-policies/
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3. Centre Information 
 

3.1. Required Resources for Delivering the Qualification 

As part of the requirement to deliver this qualification there is an expectation that staff 
undertaking roles as part of the delivery and assessment of the qualification have a 
demonstrable level of expertise. 

NOCN requires Trainers, Assessors and Internal Quality Assurers to demonstrate the 
following competencies: 

 

3.1.1. Trainer Requirements 

Trainers delivering learning leading to licence-linked qualifications must demonstrate that they 
have the necessary experience, knowledge and understanding of the sector in which they 
are delivering training and must have successfully completed a formal teaching or training 
qualification. 

This means that trainers must: 

• Be fully competent in training/facilitation skills. 

• Have achieved, as a minimum, the Level 3 Award in Education and Training (Level 6 
SQA), or recognised equivalent qualification such as: 
o Level 4 Award in Education and Training (QCF/RQF) 

o Certificate in Education 
o Post Graduate Certificate in Education 
o SVQ/NVQ Levels 3 and 4 in Learning and Development 
o Scottish Training Qualification for Further Education (TQFE) 
o PTLLS, CTLLS or DTLLS 
o Masters in Education. 

• Have achieved a National Counter Terrorism Security Office (NaCTSO)/SIA endorsed 
counter terrorism programme, such as the ACT (Action Counter Terrorism) Awareness 
E-learning at https://ct.highfieldelearning.com/register/ every year. From summer 2021 
there will be an additional E-learning module available called ACT for Security. Following 
its launch, trainers will be required to complete this training before they deliver their next 
course and every year.  

• Undertake Continuous Professional Development (CPD) in order to keep their 
occupational expertise up to date. A minimum of 40 hours CPD activity each year is 
required, with evidence to be made available for external audit. The CPD record must 
show that a National Counter Terrorism Security Office (NaCTSO)/SIA endorsed counter 
terrorism programme such as the ACT E-learning (dated after January 2020) and ACT 
for Security (available from Summer 2021) have been completed annually.  
Other suitable CPD activities include: 

o Attendance at relevant training events, conferences and seminars 

o Continuing work experience in the sector 
o Increasing professional knowledge through self-study or other means. 

It is the responsibility of training centres to retain the CPD information of trainers. NOCN 
and the SIA reserve the right to spot check this information for accuracy and quality 
assurance (QA) purposes. This evidence must be retained for a minimum of 3 years 
for audit purposes. 

 

https://ct.highfieldelearning.com/register/
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In addition: 

• Trainers new to the role must have two years front-line operational experience in the last 
five years in the United Kingdom, relevant to this qualification. This operational 
experience can be achieved. This operational experience can be achieved from full/part-
time/weekend employment and achieved in blocks of employment if it meets the 
threshold above. 

• All trainers delivering Unit 4 Application of Physical Intervention Skills in the Private 
Security Industry must hold all of the following: 
o A suitable teaching/training qualification, as described above 
o A suitable Level 3 qualification in The Delivery of Conflict Management Training 

(QCF/RQF), as described above. 

 

3.1.2.  Assessor Requirements 

Assessors must be technically competent/subject matter experts. They must hold any of the 
following qualifications: 

• Level 3 Award in Understanding the Principles and Practices of Assessment (RQF) 

• Level 3 Award in Assessing Competence in the Work Environment (RQF) 

• Level 3 Award in Assessing Vocationally Related Achievement (RQF) 

• A1 Assessing Candidates Using a Range of Methods 

• D32 Assess Candidate Performance 

• D33 Assess Candidate Using Different Sources of Evidence. 

 Or the following unit from an Assessor qualification: 

• Unit 1 Understanding the Principles and Practices of Assessment. 

  Or the following units from a Teaching Qualification: 

• Understanding Assessment in Education and Training from a Level 3 Award in Education 
and Training 

• Understand the Principles and Practices of Assessment from a 12 credit Preparing to 
Teach in the Lifelong Learning Sector 

• Principles of Assessment in Lifelong Learning from a 12 credit Preparing to Teach in the 
Lifelong Learning Sector 

• Understanding the Principles and Practices of Assessment from a Level 3 
Certificate/Level 4 Diploma in Learning and Development 

• Assess Occupational Competence in the Work Environment from a Level 3 
Certificate/Level 4 Diploma in Learning and Development 

• Assess Vocational Skills, Knowledge and Understanding from a Level 3 Certificate/Level 
4 Diploma in Learning and Development. 

It is expected that in most cases the tutor/trainer and the assessor will be the same person.  
If assessors do not hold any of these qualifications/units at the launch of these qualifications 
(1 April 2021), they will have until 30 September 2022 to achieve them. 

In addition: 

• Assessors new to the role must have two years’ front-line operational experience in the 
last five years in the United Kingdom, relevant to this qualification. This operational 
experience can be achieved from full/part-time/weekend employment and achieved in 
blocks of employment if it meets the threshold above. 
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• Have achieved a National Counter Terrorism Security Office (NaCTSO)/SIA endorsed 
counter terrorism programme, such as the ACT (Action Counter Terrorism) Awareness 
E-learning at https://ct.highfieldelearning.com/register/ every year. From summer 2021 
there will be an additional E-learning module available called ACT for Security. Following 
its launch, trainers will be required to complete this training before they assess their next 
course and every year.  

Other suitable CPD activities include: 

o Attendance at relevant training events, conferences and seminars 

o Continuing work experience in the sector 
o Increasing professional knowledge through self-study or other means. 

It is the responsibility of training centres to retain the CPD information of trainers. NOCN 
and the SIA reserve the right to spot check this information for accuracy and quality 
assurance (QA) purposes. This evidence must be retained for a minimum of 3 years 
for audit purposes. 

 

3.1.3.  Internal Quality Assurer Requirements 

Each centre must have internal quality assurance policies and procedures in place to ensure 
that decisions made by Assessors are appropriate, consistent, fair and transparent, and that 
they do not discriminate against any learner. The policies and procedures must be sufficient 
to secure the quality of the award, ensuring validity, reliability and consistency.  

NOCN expects that an Internal Quality Assurer (IQA) is able to demonstrate the following 
competencies: 

They should: 

Have an understanding of the subject area; have experience in carrying out internal quality 
assurance activities and hold any of the following qualifications: 

• Level 4 Award in Understanding the Internal Quality Assurance of Assessment 
Processes and Practices (RQF) 

• Level 4 Award in the Internal Quality Assurance of Assessment Processes and Practices 
(RQF)  

• Level 4 Certificate in Leading the Internal Quality Assurance of Assessment Process and 
Practices (RQF)  

• V1 Conduct Internal Quality Assurance of the Assessment Process  

• D34 Internally Verify the Assessment Process.  
 

Or the following unit from an Internal Quality Assurance qualification: 
  

• Unit 2/Unit 4 Understanding the Principles and Practices of Internally Assuring the 
Quality of Assessment.  

 
If IQAs do not hold any of these units at the launch of these qualifications, they will have until 
30 September 2022 to achieve one.  

Each centre is required to have access to at least one qualified Internal Quality Assurer by 
30 September 2022. They should also have security sector competency relevant to the area 
they are quality assuring and be familiar with the course content of the units that they are 
quality assuring. 

https://ct.highfieldelearning.com/register/
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Centre staff may undertake more than one role, e.g. Tutor, Assessor or Internal Quality 
Assurer, but they cannot carry out any quality assurance on work that they have previously 
assessed. 

 

3.1.4.  Invigilators  

Centres must ensure that test invigilation is carried out by a person who has not prepared 
the candidates for the test. This means that the trainer cannot act as the test invigilator, 
and should not be present in the test room.  

Test invigilators should be responsible adults, who have received an induction to the role 
of invigilation and its policies and procedures. Centres must maintain a register that must 
be signed by the invigilator to confirm that they have received this induction.  

In section 2.8 of this specification there is greater detail about the role of test invigilators. 

 

3.1.5.  Training Venues  

Training environments should be appropriate for training and assessment. NOCN will 
confirm the suitability of the training environment via its quality assurance processes. 
Training should be conducted at a location that has dedicated training rooms, adequately 
equipped for training, conducive to effective learning (with tables and chairs; visual aid 
equipment) and comply with current Health and Safety requirements.  

For practical activities, best practice is to provide a realistic work environment for training 
and assessment of all practical activities. Equipment for practical activities must be readily 
available and fit for purpose.  

 

3.1.6.  Test Venues  

Centres must ensure that tests take place in a suitable assessment environment. 
This means that: 

• Information must be visible to all candidates showing the Centre number and the 
start and finish times of the test. 

• The seating arrangement for candidates must ensure there can be no cheating or 
collusion between candidates. All candidates must be facing the same way (with the 
exception of some on-screen testing as detailed in bullet point 5 below.)  

• Each candidate must be a minimum of 1.25 metres (centre to centre) each way from 
the next candidate’s workspace.  

• Seating plans should be completed for the delivery of tests and retained for External 
Quality Assurance (EQA) purposes.  

• If on-screen testing is being used, each work station must be isolated by a minimum 
space of 1.25 metres measured from the nearest outer edge of one screen to the next, 
unless the monitors are positioned back to back. Under certain circumstances 1.25 
metres may prove to be an insufficient distance to prevent candidates seeing, 
intentionally or otherwise, the work of others. Privacy screens can be used. The 
principal objective is to ensure that no candidate’s work can be overseen by others.  

• There must be a place for the invigilator to sit with clear view of all candidates.  

• Walls must be clear of any material that would provide help to the candidates. 
Examination signage and a clock are permitted.  
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• NOCN must be made aware of test venues in advance. Only these can be used; not 
substitutes, unless there has been an emergency, such as fire in which case this must 
be recorded and NOCN notified at the first possible opportunity.  

• Trainers who have delivered the training to learners must not invigilate or be in the 
room when the learners take their test for that subject(s). Centres need to consider all 
potential conflicts of interest and have an appropriate policy in place to support this.  

• All invigilators must receive an induction to the role of invigilation and its policies and 
procedures. Centres must maintain a register that must be signed by the invigilator to 
confirm that they have received this induction.  

• All test papers must be stored securely. Ideally, this should be a lockable safe. If a safe 
is not available a suitable lockable cabinet/storage unit will suffice. This unit should only 
be accessed by appropriate personnel and records of key holders should be kept. This 
cabinet/storage unit must be kept in a secure location.  

• All test papers must be transported securely to and from the centre and any satellite 
centre where tests are administered. The centre must have an appropriate policy to 
support this.  

• NOCN, the SIA and qualification regulators retain the right to make spot checks on test 
days to ensure that test conditions are being maintained.  

Centres are required to maintain records of how examination venues meet these criteria, 
which must be made available to NOCN on request. 

False or misleading statements by centres in respect of examination venues may result 
in immediate suspension or withdrawal of centre approval, and test papers may be 
declared void. 

 

3.1.7.  Identity Checking 

The centre must check each candidate’s identity before the test takes place. A record of the 
documents reviewed and accepted for each candidate must be retained for a minimum of 3 
years and be made available for audit purposes. Centres are reminded to ensure all data is 
stored to comply with current data protection legislation. The SIA list of acceptable group A 
and group B ID documents can be found here:  

https://www.gov.uk/guidance/apply-for-an-sia-licence#check-you-have-the-right-
document 

A candidate unable to produce the correct documents to satisfy the SIA ID requirements will 
not be able to take any tests and therefore will not be able to complete the qualification. If a 
candidate is in this situation, they may write to the SIA at the following address with an 
explanation of why they do not possess the required documents, and which documents they 
do have. The SIA will assess this evidence on a case by case basis.  

Candidates can write to:  

SIA  

PO Box 74957  

London  

E14 1UG 
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3.1.8.  Centre Quality Assurance Policies and Procedures 

Each centre must have quality assurance policies and procedures in place to ensure that the 
activities of all staff involved in the delivery of the qualification are appropriate, consistent, 
fair and transparent, and that they do not discriminate against any learner. Centre policies 
and procedures must be sufficient to secure the quality of the award, ensuring validity, 
reliability, and consistency, and conform to the requirements laid down in the Centre 

Recognition agreement. 

 

3.1.9.  Record Keeping  

Centres must keep complete, accurate learner records, for at least seven years from the 
end of year to which they relate and make these available to NOCN on request. 

This includes: 

• Name of  learner,  date  of  birth,  contact  address,  contact  number  and  unique  learner 
identification number. 

• Learner enrolment and registration dates 

• Title and accreditation number of the qualification and units studied. 

• Names(s) of Tutor(s)/Trainer(s)/Assessor(s) 

• Test achievement records 

• Centre quality assurance records. 

Centres must also retain records for a minimum of three years of the following: 

• English/Welsh language assessments used with learners to assess their reading, 
writing, speaking and listening language skills against minimum English language 
requirements prior to course entry. 

• Detailed registers that include start/end/break times of training for each day and that 
have been signed daily by the learners. This should include a record of any late 
arrivals/early leavers and how these learners made up the required hours which they 
missed.   

• Record of some or all of the learning outcomes learners completed via distance learning 
material 

• Records of reasonable adjustments used for learners. 

• Records of identification documents reviewed and accepted for each learner. 

• CPD information for trainers and assessors. 

• Records of invigilator training – content and dates of training. 
 

3.1.10       External Quality Assurance  

Once recognised as a Centre, NOCN will allocate an External Quality Assurer.  The External 
Quality Assurer will have ongoing responsibility for monitoring the Centre’s compliance with 
the requirements of centre recognised status.  

 

The External Quality Assurer will make regular visits to all Centres.  During these visits 
he/she will: 

• Monitor the Centre’s compliance with the Centre Recognition agreement by reviewing 
course documentation, meeting managers, tutors, internal quality assurers, learners and 
administrative staff. 

• Verify recommendations for achievement submitted by the centre via Quartzweb. 
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Refer to the NOCN Quality Assurance User Guide for further information on the External 
Quality Assurance process. 

 

3.2. Offering the Qualification 

Existing Centres 

If you are already recognised to offer NOCN qualifications and would like more information 
about offering this qualification, please contact: business-enquiries@nocn.org.uk.  

Use Horizon to add this qualification to your centre.  

New Centres 

If you are interested in offering this qualification, but are not yet a NOCN Approved Centre 
and would like more information about becoming a NOCN centre and offering this 
qualification please see Become a Registered Centre on our website 
https://www.nocn.org.uk/customers/nocn-centres/ and click Become a Centre. 

  

mailto:business-enquiries@nocn.org.uk
https://www.nocn.org.uk/customers/nocn-centres/
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4.  Component Information  
The NOCN Level 2 Award for Security Officers in the Private Security Industry (Top 
Up) is a 2 credit qualification with a Total Qualification Time (TQT) of 6 hours, including 4  
Guided Learning Hours (GLH) if E-learning is not used and 2 hours if E-learning is used. 

Learners must achieve all both credits from the 2 mandatory components. 

 

 

Component Title 
Level 

Credit 
Value 

Mandatory 
or 

Optional 

Ofqual 
Reference 
Number 

Principles of Minimising Personal Risk 
for Security Officers in the Private 
Security Industry 

2 1 Mandatory T/618/6732 

Principles of Terror Threat Awareness in 
the Private Security Industry 

2 1 Mandatory M/618/6731 

A copy of each of the units follows, with an indication of the scope of learning that would 

be required to cover the assessment criteria. This list is indicative, not exhaustive. 
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4.1 Mandatory Components 

 

Unit 1 Principles of Minimising Personal Risk for Security Officers in the Private Security Industry 

Ofqual unit reference 
number (code) 

T/618/6732 

Unit Level 2 

GLH 2 hours  

Unit Credit Value 1 

 

Learning Outcomes 

The learner will 

Assessment Criteria 

The learner can 

Indicative Content 

1. Know how to 
minimise risk to 
personal safety at 
work. 

1.1 Identify responsibilities for 
personal safety at work. 

 

• Employer responsibilities:  
o provision of assignment instruction  
o importance of contractor responsibilities  
o risk assessment  
o training needs analysis  
o provision of Personal Protective Equipment and other essential 

equipment  
o application of current employment legislation  
o provision of Health and Safety procedures and policies.  

• Employee responsibilities:  
o follow assignment instructions  
o identification of training needs  
o attend appropriate training  
o fit and well for work/duties  
o use of PPE and other essential equipment  
o follow company HR policies and procedures.  
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Learning Outcomes 

The learner will 

Assessment Criteria 

The learner can 

Indicative Content 

 1.2 Identify situations that 
might compromise 
personal safety. 

• Lone working  

• Interrupting a crime in progress  

• Dealing with intoxicated individuals  

• High risk locations (e.g. construction sites; remote and higher value site).  
 

 1.3 Identify the risks of 
ignoring personal safety 
in conflict situations. 

• Increased risk of escalation  

• Places self and others at increased risk of violence and / or injury  

• Risk of being considered negligent for any resultant harm.  
 

 1.4 State the personal safety 
benefits of undertaking 
dynamic risk 
assessments.   

• Ensures a process of analysing risk and the best course of action prior to action, 
then during and after the incident.  

• Increases own ability to assess and react to the changing situations.  
 

 1.5 List ways to minimise risk 
to personal safety at 
work. 

• Good communication  

• Keeping the control room / colleagues informed  

• Working within the limits of own knowledge and skillset  

• Prompt action  

• Control measures including the appropriate use of Personal Protective 
Equipment  

• Keeping own knowledge and skills up-to-date via Continuing Professional 
Development (CPD). 
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Learning Outcomes 

The learner will 

Assessment Criteria 

The learner can 

Indicative Content 

 1.6 Recognise the different 
types of Personal 
Protective Equipment 
relevant to the role of a 
security officer. 

• Wearables  
o Waterproof clothing  
o High-visibility clothing  
o Headwear  
o Stab vests  
o Gloves (needle/slash resistant)  
o Rubber gloves and face shields  
o Ear defenders  
o Eye protection  
o Safety footwear  
o Dust mask  

• Equipment  
o Metal detectors  
o Body worn cameras (BWC)  
o Radios, mobile phones  
o Personal alarms  
o Torches 
o Equipment to help control infections.  

 1.7 State the purpose of 
using body-worn 
cameras. 

• Securing evidence against an offender  

• Deterring crimes  

• Self-protection  

• Curbing behaviour (security officer or customer)  

• Identifying offenders.  
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Learning Outcomes 

The learner will 

Assessment Criteria 

The learner can 

Indicative Content 

 1.8 Identify strategies that 
can assist personal 
safety in conflict 
situations. 

• Awareness  

• Using dynamic risk assessments  

• Building rapport  

• Active listening  

• Using problem solving techniques  

• Using CCTV  

• Working in teams  

• Knowing when to involve the emergency services. 

 1.9 Describe limits of own 
responsibility in 
physical intervention 
situations. 

• Work within own training, skillset and physical capabilities 

• Request assistance when appropriate 

• Legal responsibility for actions and omissions 

• Current legal framework and responsibilities. 

 1.10 Identify types of harm 
that can occur during 
physical 
interventions. 

Types of harm: 

• Serious injury or death can result from: 
o strikes and kicks 
o an individual falling or being forced to ground 
o interventions involving the neck, spine or vital organs 
o restraint on the ground (face up and face down) or other position that impairs 

breathing and / or circulation and increases risk of death through positional 
asphyxia 

o any forceful restraint can lead to medical complications, sudden death or 
permanent disability especially where situational and individual risk factors are 
present 

o non-weapon items could cause harm to individual if they were to fall (e.g. glass 
objects, tools carried on person etc.) 

• Stress and emotional trauma. 
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Learning Outcomes 

The learner will 

Assessment Criteria 

The learner can 

Indicative Content 

 1.11 Identify the personal 
safety advantages of 
mental alertness at 
work. 

• Quick reaction time 

• Awareness of potential hazards 

• Accurate assessment of situation 

• Increased potential to prevent escalation 

• Clear identification of hazards and necessary actions to mitigate risk. 

 1.12 State the benefits of 
reflecting on personal 
safety experiences. 

• Improving safety of: 
o self  
o staff 
o visitor / customer  

• Learning from what went well and what could have been handled better 

• Informing / identifying improvements to personal and organisational practices and 
procedures 

• Preventing reoccurrence of the same / similar problem 

• Recognising trends to prevent reoccurrence of the same / similar problems 

• Importance of sharing good practice to improve personal, team and organisational 
performance 

• Recognising good and poor practice 

• Identifying common responses to situations 

• Identifying procedures or methods to deal with situations effectively. 

2.   Know what actions 
to take in relation to 
global (or critical) 
incidents. 

2.1 Know government 
guidance in relation to 
global (or critical) 
incidents.  

 

• Accessing the most up-to-date guidance from gov.uk 

• Government guidance as it relates to a global (or critical) incident specifically: 
o health and safety and organisational procedures 
o venue management e.g. queues, rules that impact on socialising, venue access, 

PPE 
o equipment as it applies to the incident e.g. to help infection control. 
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Unit 2 Principles of Terror Threat Awareness in the Private Security Industry 

 

Ofqual unit reference 
number (code) 

M/618/6731 

Unit Level 2 

GLH 2 hours  

Unit Credit Value 1 

  

Learning 
Outcomes 

The learner will 

Assessment 
Criteria 

The learner 
can 

Indicative Content 

1.   Understand 
terror threats and 
the role of the 
security 
operative in the 
event of a threat. 

1.1 Identify the 
different 
threat levels. 

• The official source of UK Threat Level is (MI5) and their website is https://www.mi5.gov.uk/threat-
levels. As well as knowing what each level means an operative would ideally need to know how it 
may impact the response level their location may have. 

• LOW means an attack is highly unlikely 
• MODERATE means an attack is possible, but not likely 
• SUBSTANTIAL means an attack is likely 
• SEVERE means an attack is highly likely  
• CRITICAL means an attack is highly likely in the near future 
Have an understanding of how UK threat level may impact the response level for the location in 
which you are working. 

  

https://www.mi5.gov.uk/threat-levels
https://www.mi5.gov.uk/threat-levels
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Learning 
Outcomes 

The learner will 

Assessment Criteria 

The learner can 

 
Indicative Content 

 1.2 Recognise the common 
terror attack methods.  

• Awareness of attack planning phases. 

• Most current terrorist attack methodologies:  
o Marauding Terror Attack (MTA), including firearms, knife, blunt objects, etc. 
o Explosive device, including Improvised Explosive Device (IED), Person-Borne 

Improvised Explosive Device (PBIED). Vehicle-Borne Improvised Explosive 
Device (VBIED), Leave Behind Improvised Explosive Device (LBIED) 

o VAAW (Vehicle As A Weapon) also known as vehicle ramming 
o Chemical, Biological, Radiological and Nuclear (CBRN), including acid attacks 
o Cyber attacks 
o Insider threat. 

 1.3 Recognise the actions to 
take in the event of a 
terror threat. 

• Understand the role security operatives have to play during a terror attack 

• Understand what Run, Hide, Tell means for a security operative: keeping yourself 
safe and encouraging members of the public, who will look up to you, to follow you to 
a safe place 

• Know and follow relevant procedure for your place of work, including the company’s 
evacuation plan within the limits of your own authority  

• Use your knowledge of the location and making dynamic decisions based on 
available information to keep yourself and the public safe  

• Know the difference between evacuation and invacuation (lock down), including the 
pros and cons of both options 

• In both of these situations, the pros can very easily become cons.  For example, 
evacuating a building due to fire tries to keep people safe but the con can be that 
people rush out and get injured or stand around outside which could result in 
accident.  Conversely, taking people into a building for safety due to a terrorist act on 
the street can mean that they are all grouped together and could be seen as an easy 
target for other forms of terrorist activities. 

• Report incidents requiring immediate response from the police on 999 

• Know what information emergency response require: 
o What you have seen and what has happened. 
o Who you saw, what they looked like, what they were wearing.  
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o Where did the situation happen and where you are.  
o When did it happen.  

• Awareness of emergency services response time 

• Reporting suspicious activity that does not need immediate response to the Anti-
Terrorist Hotline 

• Know who the public sector counter-terrorism experts are and how to access 
their information:  

o Centre for the Protection of National Infrastructure (CPNI) 
o National Counter Terrorism Security Office (NaCTSO).  

• Awareness of current initiatives: 
o Run, Hide, Tell; keeping themselves safe and encouraging the members of the 

public, who will look up to a person wearing a yellow vest, to follow them to a safe 
place.  

o ACT - Action Counter Terrorism 
o SCaN - See,Check and Notify 
o The pros and cons of evacuation/invacuation: in both of these situations, the pros 

can very easily become cons.  For example, evacuating a building due to fire tries 
to keep people safe but the con can be that people rush out and get injured or 
stand around outside which could result in accident. Conversely, taking people 
into a building for safety due to a terrorist act on the street can mean that they are 
all grouped together and could be seen as an easy target for other forms of 
terrorist activities 

 1.4 Identify the procedures 
for dealing with 
suspicious items. 

Hot Principles: 

• Hidden 

• Obviously suspicious 

• Typical 
Four Cs: Confirm, Clear, Communicate and Control  
Safety distance, including: 

• Distance v suspicious item size (small items: 100 m - large items or small vehicle: 
200 m - large vehicle: 400 m) 

• How to visually represent safety distance (e.g. football field) 

• Difficulty involved in setting up a safety distances and not use radio/mobile phone 
within 15 m.  
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 1.5 Identify behaviours that 
could indicate suspicious 
activity. 

• Suspicious activity is any observed behaviour that could indicate terrorism or 
terrorism related crime.  

• Hostile reconnaissance is the observing of people, places, vehicles and locations 
with the intention of gathering information to plan a hostile act.  

• Understand examples of what this might look like, including: 
o individuals taking particular interest in security measures, making unusual 

requests for information, testing security by breaching restricted areas, loitering, 
tampering with utilities 

o individuals avoiding security staff. 
o individuals carrying out activities inconsistent with the nature of the building or 

area.  
o individuals with forged, altered or stolen identity documents, documents in 

different names, with large amounts of cash, inappropriately dressed for 
season/location; taking photos or making drawings 

o parked vehicles with people inside, empty parked vehicles left unattended for 
long period 

o multiple sightings of same suspicious person, vehicle, or activity. 

• Understands actions that can deter or disrupt hostile reconnaissance, including: 
o ensuring a visible presence of vigilant security staff; frequent patrols but at 

irregular intervals 
o maintaining organised search procedures 
o ensuring emergency exits are secured when not in use to prevent unauthorised 

entry.  

 1.6 Identify how to respond to 
suspicious behaviour. 

• Use your customer service skills to disrupt potential hostile reconnaissance.  

• Understand the importance of showing professional behaviour and visible security 
as a tool to deter hostile reconnaissance. 

• Know where to report suspicious behaviour including: 
o internal procedure for site 
o Confidential (Anti-Terrorist) Hotline: 0800 789 321 
o British Transport Police (BTP) “See it, Say it, Sort it”:  text 61016 or call 0800 40 

50 40 
o non-emergency: 101 
o ACT online reporting 
o life threatening emergency or requiring immediate response: 999. 
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