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Title:

Understanding IT in the Workplace.

Level: 1

Credit value: 2

GLH: 18

Unique
Reference
Number:

K/505/0460

Sector

ST WN(-EHl 14.1 Foundations for Learning and Life

Aim:
be able to understand IT in the workplace.

The aim of this unit is to provide learners with the skills and knowledge to

Assessment
Type:

Assessment of this unit will be through the completion of internally set
assessments.

Learning outcomes

The learner will:

1. Know about IT applications in the workplace.

Delivery content:
The aim of this learning outcome is to provide learners with the knowledge and skills to
know about IT applications in the workplace.

The learner must:
1.1 Identify three software applications and give examples of their use in the
workplace.
1.2 State the meaning of a networked IT system.
1.3 Ouitline the use of templates in the workplace.
1.4 Identify two common workplace techniques for formatting information to

make it clear and easy to understand.

2. Know about workplace procedures for using IT.

Delivery content:
The aim of this learning outcome is to provide learners with the knowledge and skills to

know about workplace procedures for using IT.

The learner must:

2.1 State the meaning of data protection and confidentiality.
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2.2 ldentify two types of IT security risk in the workplace.

2.3 Give examples of workplace procedures for maintaining data protection and

confidentiality.

2.4 Outline health and safety requirements for the use of IT in the workplace.

Scope of Training

The Scope of Training identifies areas that must be covered during the delivery of this

unit. This is the minimum that is expected but tutors are expected to include other areas,

knowledge of which will benefit their learners, based on location, types of work available

and from the tutors own professional experience.

Requirements

1.1 Software
application.

Could include:

Microsoft Office — Excel, Outlook, Word, etc.
Zoom / Skype

Antivirus software.

¢ Google workspace.

e Firefox.

1.2 Networked IT

system.

A networked IT system is a collection of interconnected computing
devices, such as computers, servers, printers, and other hardware
components, that communicate with each other and share
resources over a network

1.4 Workplace
techniques for
formatting

information.

Could include:

e Bullet points.
Numbered lists.
Tables and charts.
Highlighting.

Bold and italic fonts.
Different fonts.
e Graphics and images.

2.1 Data protection.

Data protection involves safeguarding personal or sensitive
information from unauthorised access, use, disclosure, alteration,
or destruction. It includes measures to ensure that data is
collected, processed, and stored securely, in compliance with
relevant laws and regulations, to protect individuals' privacy rights.

2.1 Confidentiality.

Confidentiality refers to the obligation to handle sensitive or
confidential information with discretion and prevent its
unauthorised disclosure to third parties.

2.2 IT security risk.

Could include:
e Phishing attacks.
e Data breaches.
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Password attacks.

Data loss.

Malware and viruses.

Social engineering.

Out of date software and systems.

2.3 Workplace

procedures.

May include:

Access controls.
Encryption.

Secure storage.

Data back up.
Employee training.
Monitoring and auditing.
e Incident response plans.

2.4 Health and
safety

requirements.

Should include:

¢ Health and Safety at Work Act 1974.
Display Screen Equipment Regulations 1992.
Electricity at Work Regulations 1989.
Information security management.
Training and instruction.
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